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[bookmark: _Toc483307231]Data Categorization Procedure
Washington State (WA) Department of Social and Health Services (DSHS) staff manage data collections in numerous information systems.  DSHS information systems must be designed and implemented to ensure adherence to DSHS and WA data and metadata standards and policies and to deliver data categories 1, 2, 3, and 4 content to authorized internal and external user groups.  For data managed in DSHS information systems, data security categories must be established per:
· WA Office of the Chief Information Officer (OCIO) 141 – Securing Information Technology Assets policy and standard 4.1 Data Classification requiring DSHS “to classify data into categories based on the sensitivity of the data” 
· WA DSHS Information Security Standards Manual section “3.1 Classify Data According to Level of Protection Needed (3.2.1)” which incorporates WA OCIO 141.10 section 4.1 requirements.

This guide is to direct DSHS staff in determining WA OCIO data categories using WA and DSHS standards and policies, as outlined above.  All data in DSHS information systems must be categorized, regardless of originator.  If data obtained from a non-DSHS originator has not been categorized and categorization cannot be obtained from the originator, then DSHS staff must categorize the data.

The procedure provided below aims to bridge the significant gaps among Public Records Act; data classification policies & standards; and the requirement to have categorized data.  The procedure will be updated as required, and will be adjusted to align with any subsequently discovered or developed formalized procedures.

[bookmark: _Toc483307232]Step 1:  Start with “Category 1 – Public Information”
This starting point is designed to follow the letter and spirit of WA RCW Chapter 42.56 RCW Public Records Act (PRA).

“The people of this state do not yield their sovereignty to the agencies that serve them. The people, in delegating authority, do not give their public servants the right to decide what is good for the people to know and what is not good for them to know. The people insist on remaining informed so that they may maintain control over the instruments that they have created. This chapter shall be liberally construed and its exemptions narrowly construed to promote this public policy and to assure that the public interest will be fully protected. In the event of conflict between the provisions of this chapter and any other act, the provisions of this chapter shall govern.”

· http://apps.leg.wa.gov/rcw/default.aspx?cite=42.56&full=true
· http://apps.leg.wa.gov/rcw/default.aspx?cite=42.56&full=true#42.56.030
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PRA contains explicit exemptions for some types of information.  Search the following resources for explicit exemptions that apply to the data you are categorizing.  If an explicit exemption exists, then document and reference the exemption and change the proposed category to “Category 3 – Confidential Information” for the candidate data and proceed to Step 3.  If an exemption does not exist, then stop.  Data is “Category 1 – Public Information”.
· PRA:  http://apps.leg.wa.gov/rcw/default.aspx?cite=42.56
· WA Office of the Attorney General, Open Government Resource Manual
· http://www.atg.wa.gov/open-government-resource-manual 
· http://www.atg.wa.gov/open-government-resource-manual/chapter-2
· http://www.atg.wa.gov/sunshine-committee > Schedule of Review > 2016 Public Disclosure Statutes
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Review the data for special handling requirements.  If special handling requirements exist, then document and reference the requirements and change the proposed category to “Category 4 – Confidential Information Requiring Special Handling”.  If special handling requirements do not exist, then stop.  Data is “Category 3 – Confidential”.

From WA DSHS Information Security Standards Manual section “3.1 Classify Data According to Level of Protection Needed (3.2.1)”

Confidential information requiring special handling is information for which:
a. Especially strict handling requirements are dictated, e.g. by statutes, regulations, or agreements;
b. Serious consequences could arise from unauthorized disclosure, ranging from life threatening to legal sanctions.

Examples of confidential information requiring special handling include:
· Protected Health Information (PHI), as defined at Administrative Policy 5.01 Privacy Policy -- Safeguarding Confidential Information, and by the HIPAA Security Rule;
· Information that identifies a person as being or ever having been a client of an alcohol or substance abuse treatment, or mental health program;
· Federal wage data;
· Location of an abused spouse.
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DSHS staff who can help you categorize your data appropriately include:
· Your supervisor (and your management team beyond your supervisor)
· Your local Public Records Coordinator
· Your local IT Security Administrator
· [bookmark: _GoBack]DSHS Enterprise Technology Enterprise Architecture Team
· DSHS Enterprise Technology Information Security Office
· DSHS Privacy Officer

Depending on various business requirements, your management team may decide to categorize the data as “Category 2 – Sensitive Information” if you have proposed “Category 1 – Public Information” and they believe the data should be for official use only and should not be promoted for easy public discovery, evaluation, and use.

[bookmark: _Toc483307236]Step 5:  Enter categorization into your metadata and system documentation
Record your categorization(s) where they will be easily found and understood by others.  When you have commingled categories of data, consider designing and implementing your information systems in a manner that will facilitate meeting the full range of requirements from public distribution to special handling.  Consider implementing data structures that allow you to easily distribute Category 1 elements of your data while simultaneously protecting data elements that are considered to be Category 2, 3, or 4.

Repeat Annually
Legislated exceptions to Public Records Act can become effective after each Washington State legislative session.  You should establish a data audit cycle that includes validating and updating data categorizations in reaction to legislative changes.  
DSHS Enterprise GIS Team – provisional working procedure until a formal procedure is provided.
