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PURPOSE

The purpose of this policy is to mitigate increasing risks of compromise to agency data, networks and systems arising from the end of support for Microsoft Windows XP and Office 2003. Effective April 8, 2014, Microsoft will no longer provide automatic fixes, security updates or online technical assistance for these products. This policy establishes how to comply with the OCIO IT Security Standard regarding Windows XP and Office 2003 end of life.

By April 8, 2014, agencies must migrate off all instances of Office 2003, migrate all Windows XP Personal Computers (PCs) to newer platforms, and secure any remaining machines until migration is complete. Security controls in this policy are intended to protect any remaining XP PCs from attack and prevent the spread of attack to agency networks and systems.

Academic and research applications and infrastructure at institutions of higher education are exempt.

POLICY STATEMENT

1. State-Owned and Contractor-Owned Windows XP PCs
1.1. Migrate Off Windows XP and Office 2003

By April 8, 2014, agencies must finish migrating Windows XP PCs and Office 2003 instances to newer, supported platforms and resolve any application or system dependencies to accomplish this migration.

Agencies must require state contractors accessing state data or networks to comply with this policy.

Limited circumstances, including application or system dependencies, may prevent migration before the deadline.

1.2. Secure and Continue to Migrate Remaining Instances

On and after April 8, 2014, agencies and contractors must secure any remaining PCs running Windows XP or Office 2003 to reduce the risk and propagation of attack. Use the security controls in Appendix A or other tactics necessary to protect PCs, networks, data and business operations from potential compromise.

1.3. Report Migration Progress
1.3.1. By April 1, 2014, the agency must provide the following to the agency head and OCIO:
a) An itemized inventory of remaining Windows XP PCs, the reason for delayed migration, and the security controls in place (See Section 1.2) to reduce the risk and propagation of attack.

b) The agency migration and risk mitigation plan, showing when migration will be complete. For XP PCs where system dependencies require a longer term migration, the plan will identify longer term migration plans and corresponding security controls.

c) The first quarterly report on agency progress against the migration plan. Subsequent quarterly reports are required until migration is complete.
2. Employee-Owned XP PCs

After April 8, 2014, agencies must require state employees to no longer use employee-owned Office 2003 or XP PCs to perform work duties or conduct state business. These PCs must not be used to access state email, state networks, login to state accounts, view or edit state files or connect to storage media used by state computers. Office 2003 must not be installed on employee-owned PCs used to perform the functions in this section.

3. Notice of Policy
4. 
1

Agencies must notify all employees and contractors of the requirements of this policy.

RESPONSIBILITIES

State Chief Information Officer (or designee)

Provide state level executive sponsorship to drive completion of Windows XP migration Interpret the policy and determine whether to grant exceptions
Monitor compliance and track progress
Help agencies understand how to comply with the policy Ensure policy content is kept current

Agency Heads

Ensure agency completion of Windows XP migration
Manage risks arising from Windows XP end of life with the agency CIO
Responsible for the management and use of IT systems, telecommunications, equipment, software and services of their respective agencies
Communicate any major barriers to OCIO
Respond to OCIO and Technology Services Board (TSB) recommendations as needed

Appendix A – Security Controls for Windows XP PCs

Use application control software and white-listing technologies to prevent execution of unauthorized code. Conduct a vulnerability scan on the operating system before applying this control.
Remove administrative rights for end-users.
Segment from networks XP PCs running automated equipment, process control systems, etc. Monitor and control network traffic for XP PCs.
Restrict use of USB ports and connectivity for other removable media to authorized administrators. XP PCs must only be used to access systems or equipment requiring Windows XP.
Employees must use a separate PC with a supported operating system for all other purposes. Deactivate the Internet Explorer browser.
Only if necessary, add a browser that is supported for Windows XP.
Allow patching for supported browsers, plug-ins and other software.

Agencies must apply other security controls necessary in the circumstances to reduce the risk and propagation of attack.

RELATED LAWS AND OTHER RESOURCES

Policy No. 141 - Securing Information Technology Assets Standard No. 141,10 - Securing Information Technology Assets

At a minimum, the following sections of OCIO IT Security Standard 141.10 apply to Window XP and Office 2003 end of life:

Section 1.5(7) Contractor Compliance
Section 1.5(9) Documenting Instances of Non-Compliance Section 2 Personnel Security
Section 5.5 Security Patch Management Section 5.7 Malicious Software

CONTACT  INFORMATION

For questions about this policy, please contact the OCIO [1].

REVISION HISTORY

Date Action taken
January 7, 2014 Policy adopted.

APPROVING  AUTHORITY

/s/ Michael Cockrill
State Chief Information Officer Chair, Technology Services Board January 7, 2014
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