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Purpose
These standards provide the SOA principles, service conditions, standards, and application design principles to design, deploy, and maintain Tier One SOA-based enterprise services.

This document contains primarily conceptual and logical level standards to help service providers design Tier One ready SOA-based services and enable SOA governance. Physical level design standards and guidelines are expected to evolve as more Tier One services are deployed and the multi-agency governance teams collaborate. 

These standards are not a detailed guide on how to develop SOA-based services; however, technical standards, guidelines, and reference architectures are expected to evolve from the multi-agency SOA Steering Committee and Technical Advisory Group as more services are published with the assistance of the state’s Integration Competency Center. 
Glossary entries and References are noted in BOLD or identified by (source material). References are typically full source material citations. Full definitions are in the SOA Glossary.

1.1. Statutory Authority

The provisions of RCW 43.105.041 detail the powers and duties of the Information Services Board (ISB), including the authority to develop statewide or interagency information services and technical policies, standards, and procedures. 

1.2. Scope

These standards apply to state of Washington executive branch agencies, agencies headed by separately elected officials, and institutions of higher education (referred to as “agencies” throughout this document). Academic and research applications at institutions of higher education are exempt.
1.3. Related Policies and Standards

· ISB SOA Governance Standards 
· ISB Integration Architecture Standards

· ISB Security Standards
2. Introduction 

This document provides principles and standards to help ensure SOA-based services are designed to meet agency and state business needs and are architected for Tier One enterprise use. It’s intended to be use by:
· Enterprise Architects

· Business Analysts

· Application Managers and Designers
· State’s multi-agency SOA Governance teams
· Service Providers and Consumers
2.1. Definitions

· Service Oriented Architecture (SOA) - An architectural method or design style that results in and supports shared
, reusable services. 
· SOA-based Services – Are modular, swappable functions, separate from, yet connected to an application via well defined interfaces to provide agility. Often referred to as ‘services’ throughout this document they:
· Perform granular business functions such as “get customer address” or larger ones such as ‘process payment.’ 
· Are loosely coupled to a new or existing application. 
· Have capability to perform the steps, tasks and activities of one or more business processes.
· Can be combined to perform a set of functions - referred to as ‘service orchestration.’ 

· State SOA Backplane - Shared, common infrastructure for lifecycle management such as a services registry, policies, business analytics; routing/addressing, quality of service, communication; Development Tools for security, management, and adapters.

· Service Providers and Consumers - In general, entities (people and organizations) offer capabilities and act as service providers. Those with needs who make use of services are referred to as service consumers. 
3. Service Principles

The following information is provided to help the reader understand general principles for planning and designing SOA-based services. Tier One SOA Planning and Design Standards are provided in Section 4.
Service loose coupling – Reduces risk that a change in one application module will force a change in another application module.  
Loosely coupled services may be joined to create composite services, or disassembled into their functional components, even if they use different system technologies
Service contract – Services adhere to a service contract as defined by one or more service description documents and maintained via a central registry.  
Starting from a service description (a contract), both a service consumer and a service provider should have everything they need to consume or provide the service. 
Service abstraction – Beyond what is described in the service contract, services hide their logic from service consumers. 

Service reusability – Services are not duplicated and logic is granularly divided in such a manner as to promote service reuse.

Service composability – Collections of services are assembled to form composite services.  Composite services are composed of individual, unique, services that can be readily re-assembled, (or re-orchestrated), to assemble other composite services

Service componentization – Services must have well defined interfaces, must not share state, and must communicate by messages.

Service autonomy – Services must have authoritative control over the logic they encapsulate.

Service optimization – Services must be constructed modularly, coded unambiguously, be highly secure, and designed for high performance and scalability. 
Service encapsulation – Separates the contractual interface from its implementation.  The internal mechanisms and data structures of a service are hidden behind a defined interface. This allows for changes and improvements to the service without impacting service consumers. It also allows the service to be replaced or superseded with another service that supports the same interface. 

Service provisioning – Each service shall have a provider responsible for provisioning the service.  Those with needs who make use of services are referred to as service consumers. 
Service discoverability – Services must be easily identified by their purpose, and easily found by other agencies.
Service identification – Services must be uniquely identified, secured and versioned.

Service metrics – Provides information for quality of service, performance, and reuse. Helps agencies plan for and maintain services. 

4. Service Conditions and Planning Design Standards
SOA-based application modules are constructed to meet service conditions. Planning design standards are provided below in order for the service to meet the desired condition. 
4.1. The service must be modular. 
This enables flexibility to solve complex problems by assembling a set of small, simple components that work together.
Rationale: Each service provider is largely autonomous, addressing one function or a set of related functions.  Modularity enables loose coupling and helps make components swappable because a service provider can be replaced without causing unintended side effects. 
· Services shall be designed to be loosely coupled. 

· Service interfaces must be clearly defined and documented.
· Developers shall enter interface metadata or use tools to generate interface metadata that specifies an explicit service contract so that another developer can find and use the service.

· Everything needed by the service to provide its functionality must be passed to it when it is invoked (service boundary explicitness.)  All access to a service must be via its exposed interface. No hidden assumptions must be necessary to invoke the service.

· Business analysts and architects shall collaborate to ensure business processes are unique, well defined, and documented, and that service candidates are capable of meeting business needs and changes.  
4.1.1. Service Modeling

· Each service must exist within the context of at least one business process; a service plays a specific role in accomplishing a business process that achieves demonstrable business value.

· The service provider must maintain models for business processes, as well as those for structure and behavior to indicate the roles and functions of each service (See ISB Integration Architecture Service Modeling Standards.)  
· The description of each service shall include the business process model(s) for which the service was designed.  This description may be maintained manually and shall be available on the state’s service repository for Tier One services.
· The description of each service shall include a contextual summary that establishes the name of the service and a brief (single paragraph) description of the real world effect of using the service.

4.2. The modules must be distributable. 
Service components are able to run on disparate computers and communicate with each other by sending messages over a network at runtime.
Rationale: Services are typically spread out over multiple physical locations. A service may be used by multiple consumers. SOA applications are inherently distributed applications. 
· The service provider shall be responsible for creating a Service Contract for each service and negotiating with each service consumer. Service contracts shall be posted on the state ICC SOA Services Registry to communicate information about the service.
· Service providers and consumers shall follow the ISB Integration Architecture Standards at: http://isb.wa.gov/policies/eaprogram.aspx for service integration and messaging. Service interfaces shared between two or more agencies in the state enterprise shall conform to one or more state’s service interaction profiles.  Service consumers that interact with an interface should likewise conform to that interface’s profile. 

4.3. Module interfaces must be discoverable. 
Services must be clearly defined and documented. Software developers write or generate interface metadata that specifies an explicit service contract, so other developers can find and use the service.
Rationale: Developers write or generate technical interface descriptions (interface metadata) so that another developer can find and use the service. 
· Service providers shall use the ISB Service Repository Solution Set Standards at:  http://isb.wa.gov/policies/eaprogram.aspx that provide functional and supporting features for the state ICC SOA Services Registry. 

· Tier One services shall be published on the state ICC service registry. The state’s ICC service registry is an online catalog that contains the names and information about each service, including associated attributes like metadata. 

· Once designated as Tier One, services shall be registered in the state ICC SOA Services Registry in order to enable discovery, minimize redundancy of duplicate services, and maximize reuse.   

· Software interface definitions shall be maintained in the state’s ICC SOA Services Registry so they are available to application developers.
· The Service Contract indicates when a Service Level Agreement is required; the service has security related requirements; and lists other key service attributes.
· Agency Providers with Tier Two services that are likely candidates for adoption by other agencies shall review these standards before registering services in the state ICC Service Registry. Agencies are encouraged to publish services for reuse. In order to be designated as Tier One, these services shall meet the SOA Planning Design Standards and follow the SOA Governance Standards which establish requirements for qualifying Tier Two candidates.
4.3.1. Service Naming 
· Services must be unambiguously named based upon their purpose and to best represent the task in what is known as the real world effect. Services usually map to a business task.
· The name of the service must encapsulate the essential aspects of the real world effect of the service; that is, the name of the service must represent what the service accomplishes (in business terms), rather than how the service works.  

· For example “verify zip code, verify correct address” are representations of services based or named after the real world effect and are easily understood by business and technical staff. 

· The name shall not indicate the underlying information system that implements the service, nor the agency or organization that provisions the service, nor any technical details about how the implementation works.

· Notes: 

· Service naming and other details are included in the Service Contract. 

· Additional service naming conventions may be developed by the multi-agency governance teams (see SOA Governance Standards.)  
4.3.2. Service Description

· Services shall contain a complete description of the real world effect of the service (that is, what the service accomplishes.)

· Services shall contain a list and brief (single paragraph) description of each of the actions that can be performed on the service.
· Services shall contain a list and brief (single paragraph) description of the principal information and entities involved in interaction with the service via its actions.
· Services shall contain a list of the principal metadata categories and values for the service (a future version of these standards or related guidelines may specify a standard set of metadata categories for services, based on experience implementing the integration architecture.)

· All aspects of the description must be free of any implementation details or dependencies.  The description shall not refer to particular databases or systems in the description of the real world effect; rather, the description must describe the business effects of the service.
4.3.3. Service Metadata
· Each service interface must have a complete definition that captures its semantic meaning.  Each attribute must identify its data type and other parameters that specify the range of its values.

· Each service interface must have a set of metadata categories and values, as appropriate, to define the context of the element.  
· The metadata for a service must include the service provider that owns and governs the structure of the service and the current version of the service and messages.

· The name of each service interface must encapsulate the meaning of the service in a way free of any reference to implementation detail.  

· Each exposed class and service interface must include an identifier in service’s registered metadata.

4.4. Service modules must be swappable. 
The service module can be replaced by another module that offers the same service without disrupting modules that used the previous module. This is accomplished by separating the interface design from the module that implements the service.
Rationale: This separates the implementation (the service provider module's code and data) from the interface metadata. A copy of the interface metadata is accessible to other developers separately from the code that implements the provider component. 
This makes it possible for the consumer developer to use the service without having a copy of the provider software module. It also enables multiple development teams to create interchangeable provider modules. 
The consumer and the provider can use disparate programming languages, application servers and operating systems.
· Services that make functionality or information available to other services shall do so through separate well defined interfaces.

· Services shall be designed so that modules may be replaced without affecting the consumers.

· Services that use functionality or information provided by other systems or services shall access that functionality or information in a way that minimizes dependencies on those other systems’ implementation details.

· Services shall avoid service nesting, where possible, to minimize service dependencies and reduce risk. 
4.5. Service provider modules must be shareable. 
Services must be designed and deployed in a way that enables them to be invoked successively by disparate applications in support of diverse business activities.
Rationale: Multiple agencies, departments or separate agencies and entities can use same service. This service condition ensures each provider module in an SOA application can be invoked successively by disparate consumers. 
Developers can write different consumer application modules that use the same service as long as they conform to the conditions specified in the interface contract.
· The service shall be posted on the state ICC registry once designated as Tier One. The service provider is responsible to ensure the service follows the SOA governance standards process.

· The portfolio of Tier One services shall be made available on the state’s ICC services registry. Service providers are responsible to ensure changes follow the SOA Governance Standards and Consumers are made aware of all changes. 

5. Service Features

The following sections describe service design features, which are similar to application design. Services shall be tested to ensure they meet the following design features:
5.1. Security

· Each service shall be designed to ensure provider and consumer security. 
· Services shall have the ability to be audited (also see Service Metrics.)
· Vulnerability testing shall occur before services are deployed.
· Services that interface with legacy systems shall also ensure the systems are not exposed to vulnerable security threats or breaches.

5.2. Scalability

· Service providers shall architect the service so it is scalable to meet current and future consumer needs. 
· The provider shall identify the service capability, capacity, expected number of users, and how many transactions per minute.
· Services shall be designed to handle the number of users per each Service Level Agreement and architected to be scalable to several times the number identified in its current configuration.

· The service component architecture shall be highly available, and fully redundant to allow for the addition of resources without system downtime. The service must also enable scalability of backend applications through load balancing. 
5.3. Availability

Service provider shall strive to make the service(s) available per agreed upon Service Level Agreement (SLA). Scheduled maintenance periods shall be identified in each SLA and service contract. Service maintenance is performed when necessary (hardware and software upgrades, software patches, faulty hardware replacement, etc.)

· The service provider shall coordinate with agency consumers in advance of scheduled maintenance that will affect agencies or users in accordance with the Service Level Agreement.

· The service provider’s technical and operational support staff shall monitor availability and performance of the service. 
· Service monitoring and automated alerting and logging shall be implemented when possible to monitor each service as well as report state and utilization. 
5.4. Performance

· Service performance must be monitored and reviewed to plan for the addition of resources before performance is significantly impacted. 
· Agency consumers, including backend applications must be monitored for increased server utilization. 

· Service providers and consumers shall ensure adequate testing at initial deployment and every time a change is made in the system.

5.5. Business Continuity

· The service shall be implemented as fault tolerant, with appropriate hardware, and software.

· The service provider shall perform full-system backups for onsite and off-site storage on a scheduled basis. 
· Business continuity information shall also be included within the service contract, as well as services that require an SLA between the provider and consumers. 
5.6. Problem Management

· The service provider shall be responsible for problem management and shall ensure minimal impact to service consumers.
· Provides automated triggers or scheduled problem management through use of monitoring tools.

· The service provider shall notify agencies of all events that have or may have an adverse affect on service delivery to customers.

· The service provider shall notify agency consumers of all failed processes.

· The service provider shall provide seamless integration of processes that ensure agency consumer problem resolution satisfaction by tracking, alerting, escalating and solving problems.

· The service provider shall provide help assistance for consumers via an online knowledge base or Customer Service Representatives shall be available to assist by telephone. 
5.7. Funding
Funding models are an important part of ensuring longevity and stability of Tier One services.  
· The business owner/service provider is responsible to ensure funding models associated with building and maintaining Tier One SOA services are identified.

· Service providers and consumers shall know how much the business unit that operates an SOA service will charge another business unit that has an application that consumes the SOA service.

· Funding models shall be identified in service contracts and included in Service Level Agreements.

5.8. Change Management

· All changes to the service must follow the SOA Governance Standards. Changes shall be managed to promote or provide stability and minimize the impact of the changes to the agencies. 
· Changes shall be planned and communicated with agency consumers and the SOA governance teams for statewide changes.
6. Service Planning 

· Tier One services shall have a clear business owner and service provider.
· Agencies shall check the state’s ICC Doman Service Registry to share or reuse existing SOA services before building or buying new services.
· SOA-based services must support interoperability and portability and as much as reasonably possible be independent of any specific vendor’s proprietary product.

· Where applicable, Request for Proposals (RFP) shall require proposed vendors to identify and describe proposed solution’s SOA readiness and SOA architecture. 

· SOA-based acquisitions shall include language for vendor to identify its architecture and potential to loosely couple with the state’s shared infrastructure and services where applicable.
· Nesting of services, (the use of recursive or sub-layered, dependent services), shall be discouraged in order to minimize complexity and increase maintainability.
7. Glossary
Nesting
Practice of making successive service calls to other functions or dependent services. Nested SOA-based services is discouraged due to complexity, maintainability, availability, and performance.
Service Contract
Contains a list of the functional and non-functional service attributes, such as: header with Name, Version, Owner, Responsibility Assignment, Service Type, what the service accomplishes, Operations, and Invocation, and Non-Functional such as security, Quality of services, Semantics, SLA, and Process.
State/Stateless
Describes the behavior of the service including its specific set of instructions.  Services should minimize the amount of state information they manage and hold long the information is held. 
Real World Effect
The actual, desired result of the service (e.g. ‘Get customer information.’)  SOA-based services are designed to meet business needs. A service consumer is a participant that interacts with a service in order to realize the real world effect produced by a capability to address a consumer need.
Service Conditions
Service Oriented architecture (SOA) is a style of application architecture. According to Gartner, an application is SOA-based service when it meets these five conditions:

1. It is modular. 

2. The modules are distributable. 

3. Software developers write or generate interface metadata that specifies an explicit contract so that another developer can find and use the service. 

4. The interface of a service is separate from the implementation (code and data) of the service provider. 

5. The service is shareable - that is, designed and deployed in a manner that enables them to be invoked successively by disparate consumers.
Service Metrics
Monitoring services provides audit, logging, charge-back, financial reporting for investments, design, deployment, maintenance planning, and other purposes via metrics such as:

Quality of Service (QoS) and Performance
· Number of requests

· Number of failed requests

· Number of successful requests

· Service time

· Maximum response time

· Last response time

Reuse Metrics

· Number of services deployed

· Number of consumer applications deployed

· Number of services and number of consumers

· Number of services shared by applications
Tier one
Statewide Enterprise Architecture business processes, data, or technologies that are common among the majority or to all state agencies.  

Tier Definitions:
· Tier One: Across/among agency systems

· Tier Two: Within an agency

· Tier Three: Sub-agency level


These three different tiers depend on the degree to which they should be common, and what other entities with which they should be common. A description of the state’s Tiers is available at: http://isb.wa.gov/committees/enterprise/concepts/

Also see ISB EA Over-Arching Principles, including Commonality at: http://isb.wa.gov/committees/enterprise/architecture/overarchingprinciples.doc
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10. Document Context

This document is within the scope of state’s Service Oriented Architecture (SOA) initiative. The Target Architecture is a deliverable within the Initiative Charter adopted on July 10, 2008 by the Information Services Board (ISB) and available at: http://dis.wa.gov/enterprise/enterprisearch/soa_initiative.aspx.

The SOA Initiative is designed to enable State Strategic IT Plan Goals.
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· Paul Warren Douglas, Department of Information Services
Documenter Team:
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Drafting and Review Process:

· About 42 individuals representing 18 agencies statewide helped draft or review the SOA standards, including the Documenter Team and Enterprise Architecture Committee.
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� Draft SOA Initiative Glossary document currently available on SOA Team Site.


� While some overlap may exist for future SOA-based services that are shared, the state’s Shared Services Model is broader. See Governor’s Directive 09-02.
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