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Authorization and Agreement Form

When do I need to complete an authorization and agreement form?
If I was issued a state-owned device before the policy was adopted, do I need to go back and complete a form?
The Authorization and Agreement form (or equivalent) must be completed following the policy’s effective date:

When a state-issued device is re-issued or replaced;
When an employee is approved for a stipend, in lieu of state-issued device; and For all employees that want to use or continue to use their personal devices;

*Note: For a state-owned device, agencies may choose to re-document the employee’s business need via the authorization and agreement form (or equivalent) prior to replacing or re-issuing a device.

Use of Personal Cellular Devices

Can I use my own cellular device for work?
The authorization and use of personal cellular devices is optional for agencies and is voluntary for employees. Not all agencies are required to participate. Authorized employees must be aware of their responsibilities, agree to state and agency policies, and sign the Authorization and Agreement form.

Public Records

Are emails, photos, instant messages, etc. considered “public records” if they are on my personal device? Any ”Writing” as defined in the Public Records Act (RCW 42.56.010 (3)) related to your work as a state employee is considered a “public record” whether it is sent or received on a personal device or an agency-supplied device. It is an
employee’s responsibility to retain those items according to state public records retention laws. If you have any questions about your responsibility in this area, please see your agency’s public records officer.

Public Disclosure

If I choose to use my personal device (whether or not I receive a stipend) are my personal documents, emails, photos, etc. subject to public disclosure?
An employee’s personal data (data on a personal device that does not constitute a public record) is NOT subject to public disclosure. All data on a state-owned device will be deemed a public record. Keep in mind that whether a document (including images, emails, etc.) is a business record subject to disclosure is determined by the content of the document,  NOT on whether the device is personally owned or state-issued.

Litigation Hold

What is a litigation hold? I’ve heard that I would be required to hand my personal or state-issued device over to the agency if there is a litigation hold. Is this true?
A “litigation hold” is process which an organization uses to preserve all forms of relevant information when litigation [1] is reasonably anticipated. In the event of litigation, it is important to locate and preserve all related evidence.

Since email is managed centrally with only copies on the device, the device is not needed to capture email based records. Text messages are currently the primary record that needs to be addressed manually. In most cases copies of records can be sent by those managing the case. If you do not know how to send the records to the person managing the case you may need to provide the agency access so that they can transfer the records.

Security

1

If I report my device lost or stolen, will my personal data be wiped too?
It depends. You may install approved third party products for email access that enforce the security standards and store state records in a separate container on the phone. In this case remote wiping is limited to the container containing state data.

Why does the state allow stipends, in lieu of state-issued devices, for participating agencies?
Virtually all state agencies require a small number of employees to carry some type of cellular device to meet some business need. For example, some people must be accessible by phone or email 24 hours a day. Others need to be able to access information or data from remote locations. Traditionally, these devices have been purchased by the state and issued to the employee.

In recent years, the use of personal cellular devices has grown, and the range of functionality of those devices has expanded. Many employees and agencies have come to the conclusion that it's more efficient for the employee and is cost effective for the state to stop issuing state-owned devices and instead pay the employee a small stipend to support using their personal device for state work.

The stipends authorized in the state policy are designed to help minimize statewide and agency cellular device costs, and increase productivity and efficiency. Stipends are optional for agencies and voluntary for employees. Not all agencies participate in the stipend program.

To receive a stipend, the employee must:

Have a written business case, including agency assigned requirements to carry/use a cellular device for work; Be authorized to use their personal device, in lieu of a state-issued one;
Receive stipend approval; and
Agree to state and agency policies, including privacy, records retention, public disclosure, security, and related policies and laws.

My agency allows the use of personal devices, but I am not eligible for a stipend since there is not a clear business reason that requires me to carry or use a cellular device. But I would really like the opportunity to access my business communications on my personal device. Is that possible?
This is an agency-level decision. The enterprise policy allows agencies to authorize employees to access business communications on their person devices, regardless of whether they qualify for a stipend. But it is up to the agency to decide whether to allow a broader range of employee access.

How are stipend amounts determined?

Factors Influencing Stipends
Three factors were used to set the base stipend amounts. The state conducted a statewide agency survey to determine the average costs for voice-only, data only, and voice + data plans; the state reviewed average costs of plans available on the master contracts; and the average market costs for individuals to add voice and/or data services to their personal devices.

How often will stipends be reviewed, and updated if needed?

The State Cellular Device policy, including set stipend amounts, will be reviewed as needed and updated if necessary. The state’s base stipend amount could also change due to major state or individual plan changes at any time. Stipends are not currently taxable, yet that could change at any time.

State Email Access

How can I access the state’s email system if/when my agency authorizes me to use my personal cellular device for business purposes?

Step 1 – Submit Authorization and Agreement form to your agency. Receive agency approval.
Step 2 - Check with your agency’s Exchange 2010 Implementation Coordinator and/or submit a service request to the WaTech Servicedesk at: servicedesk@watech.wa.gov [2].
There are two ways to access the state’s email system – Exchange ActiveSync and Outlook Web Access (OWA).

Exchange ActiveSync provides a secure, robust email experience, with access to calendar, contacts, tasks, and other functions.
Outlook Web Access (OWA) provides lightweight access to the state’s email system via a web browser.
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