	POLICY NO. 143Office of the Chief
Information Officer (OCIO)

IT Security Incident Communications

	Purpose:  To ensure the scope and impact of IT security incidents are properly evaluated, and that a coordinated, centralized approach is used to determine if, when and how to communicate notification of an incident. 
	Effective Date: December 10, 2014
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POLICY STATEMENT

The state recognizes its duty and obligation to disclose any breach of a security system that results in the unauthorized disclosure of personal information pursuant to RCW 42.56.590 Personal information — Notice of security breaches. In accordance with this Section, the timing of the disclosure shall be made in the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law enforcement or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the data system. 

It is also recognized that:
· Not all IT security incidents result in a breach or level of severity that requires notification of disclosure.
· Until a vulnerability or threat can be properly identified, contained and mitigated, it should be assumed that a vulnerability exploited in one agency could be leveraged to pose threats to multiple agencies. 
· Unnecessary or ill-timed disclosure of incidents could provide adversarial parties with information that could be used to degrade the confidentiality, integrity and availability of state systems and data such that citizens’ personal data could be vulnerable.  

The purpose of this policy is to ensure that: 
1. The scope and impact of state government IT security incidents are properly evaluated and mitigated, and that communication regarding incidents is contained so that vulnerabilities are not exposed to adversarial parties. 
2. A coordinated, centralized approach is used to determine how and when to communicate notification of an incident within the state and when required by state law. 

Response Process:

Response to an IT Security Incident, once discovered, shall be governed by the following process. For each step, with the exception of Step 5, the degree to which information regarding an incident can be shared, and with whom, shall be in accordance with Traffic Light Protocol (TLP) RED. This means that recipients of IT Security Incident information may not share information with any parties outside the specific exchange, meeting or conversation in which it was originally disclosed. The Traffic Light Protocol is a set of designations, developed by the United States Computer Emergency Readiness Team (US-CERT), that are used to ensure that sensitive information is shared with the appropriate audience. Information on the TLP designations, including when they should be used and how information may be shared, is found in Attachment 1 to this Policy.

Step 1. Agencies shall report all IT security incidents to the State Chief Information Security Officer (CISO).
· Regardless of the perceived scope or impact of an IT Security Incident, as soon as possible, but not later than 48 hours after discovery of an incident, the agency Chief Information Officer, Chief Security Officer or person otherwise responsible for agency IT security shall immediately notify the State Chief Information Security Officer (CISO) and the Security Operations Center (SOC) at Consolidated Technology Services (CTS). Incidents to be reported apply to systems and data operated and maintained by the agency within the state network or to any external system managed or maintained by a third-party (e.g. cloud service provider).
· If the agency was made aware of the incident by persons external to the agency, or external parties are already involved, the agency shall provide contact information for these persons to the CISO and/or SOC at CTS. 
· Shared e-mail services shall not be used to notify the CISO and/or SOC of the incident. Notification shall be provided by phone or other secure electronic means. 

Step 2. State CISO and CTS SOC shall investigate to determine degree of severity and assist with mitigation.
· Upon being notified by an agency, the CISO and/or his/her staff will promptly work with agency IT security staff and any identified external parties to determine the scope and severity of the incident. The CISO will provide assistance to the agency to identify the cause of the incident and determine what corrective steps should be taken to eliminate any identified vulnerabilities.  
· In addition, the CISO shall:
· Determine whether the impacts of the incident are confined to the single agency or may affect multiple agencies.
· Work with law enforcement agencies if necessary to gather additional information and assists with their investigations. 
· Provide available tools to the agency to help analyze the current incident and prevent future occurrences.

Step 3. State CISO shall notify the state Chief Information Officer. (if required)
· After analysis of the incident, the CISO, at his/her discretion, will notify the state Chief Information Officer (CIO) and the Assistant Attorney General for the OCIO to provide details on the nature, scope and possible impacts of the incident and provide recommendations on what, if any, further actions should be taken.
· Notification to the CIO will include:
· Type and magnitude of the incident
· Whether one, or more than one, agency was impacted
· Steps taken to identify the source and impact of the incident  
· Whether the incident has been successfully mitigated
· What steps remain to be taken to mitigate risk
· Estimated timeline to complete mitigation in order to eliminate additional risk or exposure to the state. 
· At this time the CISO, in conjunction with the Washington State Office of the Attorney General, will also provide the CIO with an informed opinion as to whether or not the severity of the incident’s impact warrants public notification as required by law.

Step 4. CIO will convene Security Incident Communication Team (SICT). (if required)
· Should it be determined by the CIO that public notification of an IT Security Incident is required by law, the CIO, at his/her discretion, will promptly convene a Security Incident Communication Team. The composition of the SICT will be at the discretion of the CIO, but may include: 
· Heads of the agency or agencies impacted
· Director of CTS
· Impacted agency(s) Chief Information Officer
· State CISO
· Legal Counsel 
· Members of law enforcement
· The CIO will notify the Governor’s office that an incident has occurred and may require public disclosure.  
· In preparation for notification of an IT Security Incident as required by Chapter 42.56.590 RCW, the SICT will, in the most expedient manner possible:
· Identify appropriate legal, financial or other non-technical remediation measures in the event they are necessary.
· Develop a cohesive, comprehensive communication plan that accurately describes the nature of the incident and impact it may have on affected parties.

Step 5. CIO will authorize and coordinate release of public notification with breached agency(s) (if required)
· Agencies will fully cooperate with the Governor’s office in support of disclosure of the incident, and will coordinate with the CIO on any requests from the public for information related to the incident. 
· TLP Designation: WHITE




DEFINITIONS

IT Security Incident: Any unplanned or suspected event that could pose a threat to the integrity, availability or confidentiality of an Agency's, or the State’s, data or systems.


RELATED LAWS AND OTHER RESOURCES

RCW 42.56.590 – Notice of Security Breaches
http://apps.leg.wa.gov/rcw/default.aspx?cite=42.56.590

State Security Standards - Securing Information Technology Assets
http://ofm.wa.gov/ocio/policies/documents/141.10.pdf
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CONTACT INFORMATION
For questions about this policy, please contact your OCIO Information Technology Consultant.  
APPROVING AUTHORITY

  /s/ Michael Cockrill                                                                                                      12/10/2015
Chief Information Officer	Date
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Attachment 1
US-CERT Traffic Light Protocol
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[bookmark: _GoBack]Traffic Light Protocol (TLP) Matrix and Frequently Asked Questions
The Traffic Light Protocol (TLP) is a set of designations used to ensure that sensitive information is shared with the correct audience. It employs four colors to indicate different degrees of sensitivity and the corresponding sharing considerations to be applied by the recipient(s).
Download a printable handout of this information.
	Color
	When should it be used?
	How may it be shared?

	RED
	Sources may use TLP: RED when information cannot be effectively acted upon by additional parties, and could lead to impacts on a party's privacy, reputation, or operations if misused.
	Recipients may not share TLP: RED information with any parties outside of the specific exchange, meeting, or conversation in which it is originally disclosed.

	AMBER
	Sources may use TLP: AMBER when information requires support to be effectively acted upon, but carries risks to privacy, reputation, or operations if shared outside of the organizations involved.
	Recipients may only share TLP: AMBER information with members of their own organization who need to know, and only as widely as necessary to act on that information.

	GREEN
	Sources may use TLP: GREEN when information is useful for the awareness of all participating organizations as well as with peers within the broader community or sector.
	Recipients may share TLP: GREEN information with peers and partner organizations within their sector or community, but not via publicly accessible channels.

	WHITE
	Sources may use TLP: WHITE when information carries minimal or no foreseeable risk of misuse, in accordance with applicable rules and procedures for public release.
	TLP: WHITE information may be distributed without restriction, subject to copyright controls.


Frequently Asked Questions About TLP

How is it used?
The originator of information to be handled according to TLP should label the information with the correct TLP color in order to indicate how widely that information may be disseminated, usually by including 'TLP: [Color]' in unambiguous text in the header and footer of the document and initialing the markings. If a recipient needs to share the information more widely than indicated by the original TLP designation, they must refer back to the original source.
Please refer to the TLP Matrix above for more detailed information on when to employ the TLP colors (Red, Amber, Green, and White) and how each type of TLP-designated information can be shared.

Why use TLP?
US-CERT works closely with domestic agencies, international governments, and private-sector organizations to coordinate cyber incident identification and response. TLP provides a simple and intuitive schema for indicating when and how sensitive cybersecurity information can be shared within the global cybersecurity community of practice, encouraging more frequent and effective collaboration between US-CERT and its partners.

How is TLP related to other classification and marking schemes?
TLP does not apply to classified information.
The Controlled Unclassified Information (CUI) program seeks to standardize the way U.S. Executive departments and agencies handle sensitive but unclassified (SBU) information, including information marked as "For Official Use Only (FOUO)," "Law Enforcement Sensitive (LES)," and others. It should be noted that the TLP designations are not a category or sub-category under the CUI program.

Does TLP designation hold any implications regarding the Freedom of Information Act (FOIA)?
TLP designation does not have any bearing on FOIA or any other law governing public access to government-held information.

Who else uses TLP?
In addition to US-CERT and other domestic communities of cybersecurity practitioners, TLP is also employed by public- and private-sector organizations within Australia, Canada, Finland, France, Germany, Hungary, Italy, Japan, Netherlands, New Zealand, Norway, Sweden, Switzerland, and the United Kingdom.
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